Transferring the schema master
Role



You usually transfer FSMO roles when you have multiple domain controllers and you don't want them all to sit on one box (safety
precautions) or when you are upgrading your domain controllers using a swing migration. Best practices dictate that the forest roles should
be put on one DC and the domain roles on another one.

Transferring the schema master

Transferring the schema master is a little bit different than the other roles because the Active Directory Schema snap-in must be
connected to the schema master in order to perform this procedure.

n To be able to transfer the schema master role you must be a member of the Schema Admins group.

To start, open a Run command and fype regsvra2 schmmgmt.dil then press Enter.



= Type the name of a program, folder, docurnent, or Internet
= resource, and Windows will cpen it for you,
Opem: | regsvr32 schmmgmt.dll| w

'@' This task will be created with administrative privileges.

| QK | | Cancel | | Browse...
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nce the span-in was successfully registered open a Run command again and type mmc. From the File menu go to Add/Remove

Action  View Favorites  Window Help

Mew Ctrl+M
Open... Ctrl+ 0
Save Ctrl+5

Save As..,
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Add/Remowve Snap-in... Ctrl+M |

Options...

1 CAWindows\...\dnsmgmt.msc

2 Ch\Windows\..\dhepmgmt.mse
3 CA\Windows\..\comprngmt.msc
4 CAWindows\system32\dsa.msc

Exit

b

o A W“\J*‘W“ﬂ WA VAV AN,




Select the Active Directory Schema snap-in then click Add and OK.

You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ns: Selected snap-ins:
Snap-in Vendor | » ["| Console Root | Edit Extensions. .. |
ﬂncﬁue Directory Domains and ... Microso
A Active Directory Schema Microso| = | Remove |
Hﬂﬁ.cﬁue Directory Sites and Ser... Microso
] Active Directory Users and Co... Microso | Move Lip |
= ActiveX Control Microso
7 ADSI Edit Microso | MoveDown |
Aumurizaﬁun Manager Microso Add =
If'ﬁl Certificates Microsa
&; Component Services Microso
E'Cumputer Management Microso
ﬂ[ﬂleuice Manager Microso
% DHep Microse
lﬁl}ﬂ Manaaement Microsa ™
4 m > Advanced...
Description:
View and edit the Active Directory Schema




You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ns, you can configure which extensions are enabled.

Available snap-ns:

Snap-n

Encﬁue Directory Schema

=" ActiveX Control

2 ADSI Edit
Aumorizaﬁon Manager
E‘ﬁl Certificates

& Compaonent Services
E]Cumputer Management

= Device Manager

@ pHep

ﬂﬁ.cﬁue Directory Domains and ...

ﬁﬂ.ﬂ.cﬁ‘ue Directory Sites and Ser...
3 Active Directory Users and Co...

Vendar
Microso

Microso| =

Microso
Microso
Microso
Microso
Microso
Microso
Microso
Microso
Microso
Microso

Microso
>

Description:
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Selected snap-ns:

[~ Console Root
&Acﬁ‘ue Directory Schema

Edit Extensions. ..

Remove

Mave Lip

Mawe Down

Advanced...

View and edit the Active Directory Schema




Now, if the console was opened on a different domain controller than the one you want
transfer the schema master role on, you will have to right click the Active Directory Schema
snap-in and choose Change Active Directory Domain Controller. From the list of domain
controllers, select the target domain controller and click OK.

ﬁ File Action View Favorites Window Help

@« #F = BHE

7| Console Root Mame
o E Active Directory Schema [Server-DC.vkernel.local] | | Classes
b [ Classes | Change Active Directory Domain Controller...
[ Attributes Connect to S5chema Operations Master

Operations Master...

Permissions...

Reload the Schema

. Cument Directory Server:
View Server-DC vikkemel local
Mew Window from Here

Chanae to:
New Taskpad View... () Any writable Domain Controller
Refresh (® This Domain Cortroller or AD LDS instance
Export List... Loak in this domain: vikemel local W
HElp Mame Site DC Type DC Version Status
<Type a Directory Server name[:port] here>
| | Server-DC vieemel local Default-First-Ste-Name  GC Windows... Unavailable

Server-DC2 vicemel local Default-First-Site-Name Windows... Online
Server-DC3 vikemel local Default-First-Site-Name  GC Windows... Online

OK | | Cancel | | Hep




You will get an information message. Just click OK because we don’t want to
modify the schema, we just want to transfer it to another domain controller.

= Console1 - [Console Root\Active Directory Schema [Server-DC.vkernellocal]] el Bl B
ﬁ File Action View Favorites Window Help
@« 25 4B
[7] Console Root Mame
A E Active Directory Schema [Server-DCvkernel.local] [ Classes
b [] Classes ] Attributes
[ Attributes

0 Active Directory Schemna snap-in is not connected to the schema

operations master, You will not be able to perform any changes.
Schema modifications can only be made on the schema FSMO heolder,




You should now be connected to the target domain controller. Right-click
the Active Directory Schema snap-in and choose Operations Master.

% File Action View Favorites Window Help

s 2E GE HE

|| Console Root Mame
4 Active Directory Schema [Sewer-DCE.vkernel.lucal]| [ Classes
B | Classes Change Active Directory Domain Controller...
[ Attributes

Connect to Schema Operations Master

Operations Master...

Permissions..,

Reload the Schema

View 3
Mew Window from Here

Mew Taskpad View...

Refresh
Export List...

Help




In the Change Schema Master window take another look to make sure the
right domain controller is listed in the targeted schema FSMO holder box. If
everything looks good, click the Change button then hit Yes on the warning

message.
o

a File Action View Favorites
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Consolel - [Console Root\Active Directory Schema [Server-DCZ
Window Help

| Conscle Root

A E Active Directory Schema [Server-DC2.vkernel.local]

|| Classes
|| Attributes

Mame
[ Classes
[ Attributes

The schema master manages modffications to the schema. Only one
server in the enterprise performs this role.

Current schema master (onling):
|Server—DC.vkemel.Iucal|

To transfer the schema master role to the targeted
schema FSMO holder below, click Change.

|Sewer—D[2.ﬂ{emel.lacal




And the schema master role was transferred successfully.

E Administrator: C\Windows\system32\cmd.exe =

snetdom guery fzmo
“chema master Server—DC2 .vkernel.local
Domain naming master Server—DC_vkernel.local
Server—-DC.vkernel.local
Server—DC.vkernel.local
Server—-DC.vkernel.local




